
OT/ICS Security Coverage Validation Platform



ICSForge is an open-source 
OT/ICS Security Coverage 
Validation Platform.

It aims to solve a real problem “How 
do I safely validate OT security 
countermeasures from functionality, 
visibility and detection coverage 
perspective by using industrial-
looking traffic?”

The goal is simple: make it easier to 
answer “Are we actually seeing, 
detecting, and controlling what we 
think we are?”



ICSForge is an open-source 
OT/ICS Security Coverage 
Validation Platform.

OT defenders have no practical way 
to validate whether their sensors, 
firewalls, and segmentation controls 
actually detect and/or protect 
against real ICS attack techniques. 

ICSForge lets them prove it -not claim 
it, prove it- with a sender/receiver 
correlation loop across 10 protocols 
and 68 ATT&CK for ICS techniques 
with 500+ different scenarios.



Motivation and Problem 
Statement

If we take a look to the recent 
Dragos 2026 Year in Review report 
(https://www.dragos.com/blog/drag
os-2026-ot-cybersecurity-year-in-
review); 
Based on previous incidents that 
have been studied on that report:
- 81% of reports showed poor IT/OT 
segmentation, 53% had exposed 
internet-facing assets. 
- 46% of architecture reviews and 
88% of tabletops showed deficient 
detection. 

Modern OT environments increasingly 
deploy security controls such as:
- OT-aware firewalls and 
segmentation gateways
- Network Security Monitoring (NSM) 
sensors
- IDS/NDR platforms
- SIEM pipelines consuming OT 
telemetry



Despite this investment, many 
organizations cannot confidently 
answer basic operational 
questions:
- What OT/ICS traffic is actually 
visible to our sensors?
- Are detection rules triggering 
when they should?
- Are segmentation and firewall 
policies enforced as designed?
- Can SOC analysts distinguish 
expected OT behavior from 
suspicious or policy-violating 
activity?

ICSForge was created to address 
this gap by enabling repeatable, 
protocol-aware validation of OT 
network visibility and detection 
coverage using controlled, 
inspectable traffic generation.

Detailed project outline is here:
https://www.icsforge.nl

Source code can be found here:
https://github.com/ICSForge/ICSFor
ge

https://www.icsforge.nl/
https://github.com/ICSForge/ICSForge
https://github.com/ICSForge/ICSForge


ICSForge Demo Lab (Flying IT/OT Lab)



ICSForge Demo Lab is a 
cabin-size mobile IT/OT lab 
and it has three zones:
IT Zone, DMZ and OT Zone.

IT distribution switch and 
ICSForge Sender (with display) 
are in IT Zone.
IT/OT firewall is separating IT 
and OT zone, and network 
security monitoring sensor is in 
DMZ.
SCADA server, touchscreen 
HMI, CO₂ Tank, OT distribution 
switch and ICSForge Receiver 
(with display) are in OT Zone.



ICSFORGE PROJECT 
DETAILS













SENDER WEB UI





















RECEIVER WEB UI















EXAMPLE DETECTIONS 
IN OT NSM SENSOR





https://www.icsforge.nl

https://www.icsforge.nl/
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